
10/12/22, 3:55 PM I Splunk 8.1.0 

New Search 

desicapuano.com

from May 16 through May 17, 2022 

14 events AM to 5/18/22 12 00:00.000 AM) No Event Sampling 

Events (14)

Format Timeline 

FIELDS

a host 1 

a source 1 

a sourcetype 1 

INTERESTING FIELDS

# date_ hour 3 

# date_mday 1 

# date_minut 4 

a date_month 1 

# date_second 8 

a date_wday 1 

# date_year 1 

a date_zone 1 

a eventtype 1 

a ids_type 1 

a index 1 

# linecount 1 

a product 1 

a punct 3 

a signature 1 

a splunk_server 1 

a splunk_server_group 4 

# timeendpos 1 

# timestartpos 1 

a vendor 1 

a vendor_ product 1 

+ Extract New (/en­

US/app/search/field_extractor? 

Time 

5/16/22 

2:25:55.000 

2:25:55.000 

Event 

plunk: Info:  Binary scan on instance[0] id[2718

host source = cisco.wsa_ 11.7 

sourcetype = cisco:wsa:squid:new 

host 10.250.33.37 source cisco.wsa_11.7 

sour etype cisco:wsa:squid:new 

https://splunk.vpd.bc.ca:8000/en-US/app/search/search?q=search desicapuano.com&display.page.search.mode=smart&dispatch.sample_ratio=1&wor... 1/5 

=
sid=

Fields 

PM

PM

5/16/22 

10.250.33.37 

SELECTED

(5/16/22 12:00:00.000 

Search

May 16 14:25:55 chancellor2.vpd.bc.ca amp_logs_s

68954]: filename[desicapuano.com.siteindices.com

&dtd=297] filemime[application/octet-stream] fil

e_extension[com&dtd=297] length[28516b] ampverdi

ct[(l, 1, 'amp', '', 0, 0, False)] scanverdict[0

] malwareverdict[0] spyname[] SHA256[9b3f00dcfcd

6f35a86e181817a190c74a53dfb866f09ba96b1673466990

7ac99] From[Cloud] uploadreason[File type is not

configured for sandboxing] verdict_str[UNSCANNAB

LE] is_slow[0] scans_in_flight[7] Active faster

connections[7] Active slower connections[0]

May 16 14:25:55 chancellor2.vpd.bc.ca amp_logs_s

plunk: Info:  Binary scan on instance[0] id[2718

J malwareverdict[0] spyname[] SHA256[d13be2d858f

b3cdf75de7c8d55de2db4708e28fa989e564ddead924568b

ct[(1, 1, 'amp', '', 0, 0, False)] scanverdict[0

connections[9] Active slower connections[0]

e_extension[com&dtd=307] length[31145b] ampverdi

&dtd=307] filemime[application/octet-stream] fil

68910]: filename[desicapuano.com.siteindices.com

b5ee4] From[Cloud] uploadreason[File type is not

LE] is_slow[0] scans_in_flight[9] Active faster

configured for sandboxing] verdict_str[UNSCANNAB



1665615258.534) 

= =

=

1 hour per column



5/16/22

2:25:55.000 PM

5/16/22

PM

5/16/22

2:22:49.000 PM

Search 8.1.0 Splunk I PM 3:55 10/12/22, 

2/5 https://splunk.vpd.bc.ca:8000/en-US/app/search/search?q=search desicapuano.com&display.page.search.mode=smart&dispatch.sample_ratio=1&wor... 

Event Time 

2:22:51.000

May 16 14:25:55 chancellor2.vpd.bc.ca amp_logs_s

plunk: Info:  Binary scan on instance[0] id[2718

68894]: filename[desicapuano.com.siteindices.com

&dtd=285] filemime[application/octet-stream] fil

e_extension[com&dtd=285] length[30153b] ampverdi

ct[(l, 1, 'amp', '', 0, 0, False)] scanverdict[0

] malwareverdict[0] spyname[] SHA256[789dfd7237c

connections[10] Active slower connections[0]

LE] is_slow[0] scans_in_flight[10] Active faster

configured for sandboxing] verdict_str[UNSCANNAB

9b970] From[Cloud] uploadreason[File type is not

4ed2634d39b13694c81bd086203d8d86ce9e590661ad8adf

SHA256[4535e4573cf901ea455b825327d1d48c9eeb160bc

abe6a75d58581fdef11501a] From[Cache] uploadreaso

n[File type is not configured for sandboxing] ve

rdict_str[UNSCANNABLE] is_slow[0] scans_in_fligh

t[3] Active faster connections[3] Active slower

connections[0]

se)] scanverdict[0] malwareverdict[0] spyname[]

gth[780b] ampverdict[(1, 1, 'amp', '', 0, 0, Fal

pplication/octet-stream] file_extension[ico] len

40933]: filename[desicapuano.com.ico] filemime[a

plunk: Info:  Binary scan on instance[0] id[2718

May 16 14:22:51 chancellor2.vpd.bc.ca amp_logs_s

=10.250.33.37 

cisco:wsa:squid:new = sourcetype 

11.7 cisco.wsa_ = source host

host source = cisco.wsa_ 11.7 

sourcetype = cisco:wsa:squid:new 

10.250.33.37 =

host source = cisco.wsa_ 11.7 

sourcetype = cisco:wsa:squid:new 

10.250.33.37 =

May 16 14:22:49 chancellor2.vpd.bc.ca amp_logs_s

plunk: Info:  Binary scan on instance[0] id[2718

40752]: filename[www.desicapuano.com.ico] filemi

me[application/octet-stream] file_extension[ico]

length[780b] ampverdict[(1, 1, 'amp', '', 0, 0,

False)] scanverdict[0] malwareverdict[0] spyname

[] SHA256[4535e4573cf901ea455b825327d1d48c9eeb16

0bcabe6a75d58581fdef11501a] From[Cloud] uploadre

ason[File type is not configured for sandboxing]

verdict_str[UNSCANNABLE] is_slow[0] scans_in_fli

ght[3] Active faster connections[3] Active slowe

r connections[0]



5/16/22

AM

5/16/22

6:14:34.000 AM

5/16/22

6:14:33.000 AM

Search 8.1.0 Splunk I PM 3:55 10/12/22, 

3/5 https://splunk.vpd.bc.ca:8000/en-US/app/search/search?q=search desicapuano.com&display.page.search.mode=smart&dispatch.sample_ratio=1&wor... 

Time Event 

7:19:21.000

host source = cisco.wsa_ 11.7 

sourcetype = cisco:wsa:squid:new 

10.250.33.37 =

host source = cisco.wsa_ 11.7 

sourcetype = cisco:wsa:squid:new 

10.250.33.37 =

host source = cisco.wsa_ 11.7 

sourcetype = cisco:wsa:squid:new 

10.250.33.37 =

May 16 07:19:21 chancellor2.vpd.bc.ca amp_logs_s

plunk: Info:  Binary scan on instance[0] id[2674

49993]: filename[www.desicapuano.com.ico] filemi

me[application/octet-stream] file_extension[ico]

length[780b] ampverdict[(1, 1, 'amp', '', 0, 0,

False)] scanverdict[0J malwareverdict[0] spyname

[] SHA256[4535e4573cf901ea455b825327d1d48c9eeb16

0bcabe6a75d58581fdef11501a] From[Cloud] uploadre

ason[File type is not configured for sandboxing]

verdict_str[UNSCANNABLE] is_slow[0] scans_in_fli

ght[3] Active faster connections[3] Active slowe

r connections[0]

connections[3] Active slower connections[0]

LE] is_slow[0] scans_in_flight[3] Active faster

configured for sandboxing] verdict_str[UNSCANNAB

d299a] From[Cloud] uploadreason[File type is not

2fa23ed415b5330e778dfe1a4e8175a78dfdfe91987ac234

] malwareverdict[0] spyname[] SHA256[db66cbe8738

ct[(1, 1, 'amp', '', 0, 0, False)] scanverdict[0

e_extension[com&dtd=127] length[34846b] ampverdi

&dtd=127] filemime[application/octet-stream] fil

63004]: filename[desicapuano.com.siteindices.com

plunk: Info:  Binary scan on instance[0] id[2670

May 16 06:14:34 chancellor2.vpd.bc.ca amp_logs_s

May 16 06:14:33 chancellor2.vpd.bc.ca amp_logs_s

plunk: Info:  Binary scan on instance[0] id[2670

62917]: filename[desicapuano.com.siteindices.com

&dtd=112] filemime[application/octet-stream] fil

e_extension[com&dtd=112] length[25447b] ampverdi

ct[(1, 1, 'amp', '', 0, 0, False)] scanverdict[0

] malwareverdict[0] spyname[] SHA256[2780ce78d0b

3a88b5a58c9d7a3c5efb7c6db5c0176740e9c4eb619b0e8a

f1e6a] From[Cloud] uploadreason[File type is not

configured for sandboxing] verdict_str[UNSCANNAB

LE] is_slow[0] scans_in_flight[3] Active faster

connections[3] Active slower connections[0]



5/16/22

6:14:33.000 AM

5/16/22

6:14:33.000 AM

5/16/22

6:14:26.000 AM

Search 8.1.0 Splunk I PM 3:55 10/12/22, 

4/5 https://splunk.vpd.bc.ca:8000/en-US/app/search/search?q=search desicapuano.com&display.page.search.mode=smart&dispatch.sample_ratio=1&wor... 

Time Event 

=10.250.33.37 

cisco:wsa:squid:new = sourcetype 

11.7 cisco.wsa_ = source host

=10.250.33.37 

cisco:wsa:squid:new = sourcetype 

11.7 cisco.wsa_ = source host

=10.250.33.37 

cisco:wsa:squid:new = sourcetype 

11.7 cisco.wsa_ = source host

connections[3] Active slower connections[0]

LE] is_slow[0] scans_in_flight[3] Active faster

configured for sandboxing] verdict_str[UNSCANNAB

75f43] From[Cloud] uploadreason[File type is not

a509daaaacafd761973d6c59e7438fd964443666b4099d35

] malwareverdict[0] spyname[] SHA256[f48bedac035

ct[(1, 1, 'amp', '', 0, 0, False)] scanverdict[0

e_extension[com&dtd=147] length[38704b] ampverdi

&dtd=147] filemime[application/octet-stream] fil

62791]: filename[desicapuano.com.siteindices.com

plunk: Info:  Binary scan on instance[0] id[2670

May 16 06:14:33 chancellor2.vpd.bc.ca amp_logs_s

May 16 06:14:33 chancellor2.vpd.bc.ca amp_logs_s

plunk: Info:  Binary scan on instance[0] id[2670

62790]: filename[desicapuano.com.siteindices.com

&dtd=153] filemime[application/octet-stream] fil

e_extension[com&dtd=153] length[35954b] ampverdi

ct[(1, 1, 'amp', '', 0, 0, False)] scanverdict[0

] malwareverdict[0] spyname[] SHA256[7192df80b38

a414f92066d93fc542e4a92bf5b90abb393eed1fbcb6c809

92627] From[Cloud] uploadreason[File type is not

configured for sandboxing] verdict_str[UNSCANNAB

LE] is_slow[0] scans_in_flight[4] Active faster

connections[4] Active slower connections[0]

er connections[3] Active slower connections[0]

NABLE] is_slow[0] scans_in_flight[3] Active fast

ot configured for sandboxing] verdict_str[UNSCAN

fd2790f] From[Cloud] uploadreason[File type is n

75ccf26dd792fe5a840a7f56eb82394537570be3fc17e781

[0] malwareverdict[0] spyname[] SHA256[3022acelc

dict[(1, 1, 'amp', '', 0, 0, False)] scanverdict

le_extension[com&dtd=1834] length[35241b] ampver

&dtd=1834] filemime[application/octet-stream] fi

61978]: filename[desicapuano.com.siteindices.com

plunk: Info:  Binary scan on instance[0] id[2670

May 16 06:14:26 chancellor2.vpd.bc.ca amp_logs_s



5/16/22

6:14:25.000 AM

5/16/22

6:14:25.000 AM

5/16/22

6:14:25.000 AM

Search 8.1.0 Splunk I PM 3:55 10/12/22, 

5/5 https://splunk.vpd.bc.ca:8000/en-US/app/search/search?q=search desicapuano.com&display.page.search.mode=smart&dispatch.sample_ratio=1&wor... 

Time Event 

=10.250.33.37 

cisco:wsa:squid:new = sourcetype 

11.7 cisco.wsa_ = source host

=10.250.33.37 

cisco:wsa:squid:new = sourcetype 

11.7 cisco.wsa_ = source host

=10.250.33.37 

cisco:wsa:squid:new = sourcetype 

11.7 cisco.wsa_ = source host

May 16 06:14:25 chancellor2.vpd.bc.ca amp_logs_s

plunk: Info:  Binary scan on instance[0] id[2670

61868]: filename[desicapuano.com.siteindices.com

&dtd=161] filemime[application/octet-stream] fil

e_extension[com&dtd=161] length[23143b] ampverdi

ct[(1, 1, 'amp', '', 0, 0, False)] scanverdict[0

] malwareverdict[0] spyname[] SHA256[d6f84a034b0

a8f97fb67cfb572e65311cflf7dc203f4e02ba63alf44cea

lb843] From[Cloud] uploadreason[File type is not

configured for sandboxing] verdict_str[UNSCANNAB

LE] is_slow[0] scans_in_flight[5] Active faster

connections[5] Active slower connections[0]

connections[3] Active slower connections[0]

LE] is_slow[0] scans_in_flight[3] Active faster

configured for sandboxing] verdict_str[UNSCANNAB

efb4f] From[Cloud] uploadreason[File type is not

6d55343c25a97ea8d5e61041444a8141a33ac41082f719be

] malwareverdict[0] spyname[] SHA256[285824741d9

ct[(1, 1, 'amp', '', 0, 0, False)] scanverdict[0

e_extension[com&dtd=167] length[33106b] ampverdi

&dtd=161] filemime[application/octet-stream] fil

61814]: filename[desicapuano.com.siteindices.com

plunk: Info:  Binary scan on instance[0] id[2670

May 16 06:14:25 chancellor2.vpd.bc.ca amp_logs_s

May 16 06:14:25 chancellor2.vpd.bc.ca amp_logs_s

plunk: Info:  Binary scan on instance[0] id[2670

61813]: filename[desicapuano.com.siteindices.com

&dtd=153] filemime[application/octet-stream] fil

e_extension[com&dtd=153] length[32972b] ampverdi

ct[(1, 1, 'amp', '', 0, 0, False)] scanverdict[0

] malwareverdict[0] spyname[] SHA256[6ca006355b4

926f41ca3e99338e2a8d1e8727bb9c861c0049d5ce77eb92

2cba9] From[Cloud] uploadreason[File type is not

configured for sandboxing] verdict_str[UNSCANNAB

LE] is_slow[0] scans_in_flight[4] Active faster

connections[4] Active slower connections[0]


